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Chapter 3
Cloud Based Accounting Software
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About Cloud Computing

• Let’s say you’re an executive at a large corporation. Your particular 
responsibilities include making sure that all of your employees have 
the right hardware and software they need to do their jobs. Buying 
computers for everyone isn’t enough – you also have to purchase 
software or software licenses to give employees the tools they 
require. Whenever you have a new hire, you gave to buy more 
software or make sure your current software license allows another 
user. 

• Instead of installing a suite of software for each computer, you’d 
only have load one application. That application would allow workers 
to log into a web-based service which hosts all the programs the user 
would need for his or her job. Remote machines owned by another 
company would run everything from e-mail to word processing to 
complex data analysis programs. It’s called cloud computing.
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Cloud computing Architecture

• When talking about a cloud computing system, it’s helpful to divide it into 
two sections: the front end and the back end. They connect to each other 
through a network, usually the internet. The front end is the side the 
computer user, or client. The back end is the “cloud” section of the system.

• The front end includes the client’s computer and the application required to 
access the cloud computing system. Not all cloud computing systems have 
the same user interface. Services like web-based e-mail programs web 
browsers like internet Explorer or Firefox. Other system have unique 
applications that provide network access to clients.

• On the back end of the system are the various computers, servers and data 
storage systems that create the “cloud” of Computing services. In theory, a 
cloud computing system could include practically any computer program you 
can imagine, from data processing to video games. Usually, each application 
will have it’s own dedicated server.
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Cloud computing Architecture cont…

• A central server administrators the system, monitoring traffic and client 
demands to ensure everything runs smoothly. It follows a set of rules called 
protocols and uses a special kind of software called middleware. 
Middleware allows networked computers to communicate with each other. 
Most of the time, servers don’t run at full capacity. That means there’s 
unused processing power going to waste. It’s possible to fool a physical 
server into thinking it’s actually multiple servers, each running with it’s own 
independent operating system. The technique is called server 
virtualization. By maximizing the output of individual servers, server 
virtualization reduces the need for more physical machines.

• If a cloud computing company has a lot of clients, there’s likely to be a high 
demand for a lot of storage space. Some companies require hundreds of 
digital storage devices. Cloud computing systems need at least twice the 
number of storage devices it requires to keep all its clients information 
stored. That’s because these devices, like all computers, occasionally break 
down. A cloud computing system must make a copy of all its clients 
information and store it on other devices. The copies enable the central 
server to access backup machines to retrieve data that otherwise would be 
unreachable. Making copies of data as a backup is called redundancy.
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What is cloud based Software?

• Cloud software is any software or programs which run from a web based 
platform. A perfect example of this is Google chrome operating system (not 
the browser).  All the software resides on the company’s servers and  is 
accessed via web pages. This includes a word processor, an Office type suite.. 
Etc.

• There is good chance you’ve already used some form of cloud computing. If 
you have an e-mail account with a web-based e-mail service like Hotmail, 
Yahoo Mail or Gmail, then you’ve had some experience with cloud 
computing. Instead of running an e-mail program on your computer. The 
software and storage for your account doesn’t exist on your computer – it’s 
on the service’s computer cloud.

• There are pros and cons considering cloud based computing. The number 
one disadvantage cloud based computing would be if you need a document 
and you don’t have an access to  the internet then you can’t access to the 
require document. A major advantage is reducing local system resources 
and hard drive space.
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Cloud based applications

•Office 365

•Google office suite

•SalesForce

• IBM’s Blue Cloud

• zoho.com

•Oracle

•ConstantContact.com

•NetSuite

•Workday.com
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Cloud based Accounting

• As mentioned in the introduction, Cloud- based    Accounting systems 
are deployed over the Internet. The CBA software is not actually 
installed on the desktop computer but is available online, accessed 
by the user via a browser, such as Internet Explorer or Firefox, and a 
unique password.  The  software  is located on one or more remote 
servers securely stored in the vendor’s data centre.

• The CBAS and data can actually be accessed via any computer 
connected to the Internet, anywhere, or even via a smartphone or 
tablet.

• All technical resources required for the Cloud-based Software 
(including databases and storage, processing power and networking) 
are stored and maintained by the CBAS vendor. Use of these 
resources is distributed between the vendor’s clients and provided 
on demand via the Internet, the clients charged accordingly, paying 
for what they use. 
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What are cloud based accounting systems?
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Different application for each system

•If you don’t want make a desktop application 
work on the cloud or create an additional 
version of the desktop application, there are 
applications which are developed specifically 
to run on the cloud. These applications don’t 
usually provide a desktop equivalent. But, 
since these applications are developed with 
the purpose of deploying them in the cloud, 
they run more efficiently on the cloud 
infrastructure. 
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ADVANTAGES OF A CLOUD Accounting System

• No hardware or IT costs (only a computer and an Internet connection 
are required)

• No technical responsibility

• Affordable subscription pricing

• Simple, quick set-up and no Software licensing costs 

• Functionality and data is accessible from any web-connected device 
anytime, anywhere.

• Automatic data back-up

• System and data security is the responsibility of the vendor

• Integrated Web bookings

• Free system upgrades

• Flexible and adaptable
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Disadvantage of a cloud Accounting system

• Third-parties are handling confidential data

• Requires a constant internet connection.

• Stored data can be lost.

• what happens if the solution provider fails?

• Features might be limited.

• Can be slow even on a fast connection.

• Doesn’t work well with low- speed connections.

• Lack of full control over data and processes

• A subscription service could be expensive over time and as business 
grows

11www.auditnca.com

www.auditnca.com


AITE                                                   Accounting Package

Cloud computing is usually described in one 
of two ways

•Based on the cloud location

•Based on the service
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Different types of Cloud based software 
based on location

• Public

• Private

• Hybrid

• Community Cloud
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Public

• A public cloud is a cloud computing model in which services, such as 
applications and storage, are available for general use over the 
Internet. Public cloud services may be offered on a pay-per-usage 
mode or other purchasing models. An example of a public cloud is 
IBM’s Blue Cloud.
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Private

• A private cloud is a virtualized data center that operates within a 
firewall. Private clouds are highly virtualized, joined together by mass 
quantities of IT infrastructure into resource pools, and privately 
owned and managed.
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Hybrid

• A hybrid cloud is a mix of public and private clouds.
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Community Cloud

• A community cloud is an infrastructure shared by several 
organizations which supports a specific community.
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Different cloud service models

• There are three basic kinds of cloud service models. These service 
models are infrastructure-as-a-Service, Software-as-a-Service and 
Platform-as-a-Service.
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Infrastructure-as-a-Service (IaaS)

• Infrastructure-as-a-Service is the first layer of cloud computing. Using 
this service model, you manage your applications, data, operating 
system. The service provider manages your virtualization, servers, 
networking and storage. This allows you to avoid expenditure on 
hardware. According to a 2011 article released by Venture Beat, 
Some of the biggest names in IaaS include Amazon, Microsoft, 
VMWare, Rackspace and Red Hat.

• Infrastructure-as-a-Service allows you to easily scale based on your 
needs and you only pay for the resource used. This means that the 
extra data processing space is available to you whenever you need it.
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Platform-as-a-Service(PaaS)

• This cloud service model could be considered the second layer. You 
manage your applications and data and the cloud vendor manages 
everything else. Benefits for using Platform-as-a-Service the ability to 
change or upgrade and minimize expenses. 

• A business with limited resources interested in app testing or 
development might find platform-as-a-Service beneficial to eliminate 
costs of upkeep for hardware. In this model, your business benefits 
because it is not necessary to hire people to maintain these systems. 
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Software-as-a-Service (SaaS)

• This is the final layer of the cloud services model. This allows your 
business to run programs in the cloud where all portions are 
managed by the cloud vendor. Your users will have assured 
compatibility and easier collaboration because all will be using the 
same software. Your company wont need to pay extra licensing fees 
and you can easily add new users. As consumers we interact with 
Software-as-a-Service based applications everyday without even 
realizing it. Examples of this are online banking and email such as 
Gmail and Hotmail.
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Integrity, Confidentiality, availability

• Confidentiality, integrity, and availability is a model designed to guide 
policies for information security within an organization. In this 
context, confidentiality is a set of rules that limits access to 
information, integrity is the assurance that the information is 
trustworthy and accurate, and availability is a guarantee of ready 
access to the information by authorized people.
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Integrity, Confidentiality, availability

• Confidentiality prevents sensitive information from reaching the 
wrong people, while making sure that the right people can in fact get 
it. A good example is an account number or routing number when 
banking online.

• Integrity involves maintaining the regularity, accuracy, and 
trustworthiness of data over its entire life cycle.

• Availability is best ensured by rigorously (strictly) maintaining 
all hardware, performing hardware repairs immediately when 
needed
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Deployed vs Hosted Solutions

•A hosted solution is one where the system or 
application resides outside the  company and 
is managed by an external vendor or service 
provider. The system  runs on hardware that is 
owned by the vendor and is maintained by 
the external vendor. On the other hand, a 
Deployed software is a system or application 
that  resides in-house, inside the company.
The system runs on hardware that is owned 
by the company itself and is maintained by 
the company itself.

24www.auditnca.com

www.auditnca.com

